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B

INRMEESTFILTIRE, MRLEREEMEIRE IPiRE, TN, (REEMFE
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FRIAIE(U): [255 .255 . 255 . 0 |
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E#EHE DNS BREES1H1HB)

@ (=R IR DNS ARSEEHEHH(E):
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45 DNS FBES8(A): | . ‘
[JiBHREHEEL) =5

[ w= [ = |

BT NR TR BRI BASE T,

o IP it 192.168.1.1

o  FERS: 255255.255.0
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2. BE WE" , THERE.

BHRERE
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| FRmEmEBEs): 255 .255.255 . @ |

! E(A) A

3. BFE T, ERRECE.

DHCP Bzh3kEY IP Azt

REEME DHCP (Dynamic Host Configuration Protocol) 5588, Bai&RFICIRENSENIERTH FaYZR iR (L
PC )5S IP (Internet Protocol) ik, MifiE X7 FahoEcin IP AR, EIETLARA DHCP fRSS28AVRIER
BTSRRI,

LTE Router WEHR) DHCP RBEH T HEIRE.

TR 1 BE A > BEHER [ EIFNSE0PNG MEEE | 08 3-2-7 Fi.
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 VMnetl

B8

VPN =

VMnetd k’@ EfTiEE

EEH WAN Miniport (L2TP)

o
&rﬂ
%h - %2 %ﬁ% R 589

@ WAN Mlmpor‘t (L2TP) Realtek PCle GEBE Family Contr...
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F] 2 ARBE AER 2" AERHRRESET YT I AER 2" B0, WE 3-2-8 firk.
3-2-8 AithiEE BiY

U i Ee E e
RIE | S | #= |
e R
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- PR EIRTh R INALETEE 150 EEHHE R
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- i AT MR AN RS R |
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[ Internet FHYARE 4 (TCP/IPvE) EiE |i|i-]-‘

B | ERmE
L e R

| © EIEE I Mt |
ERTER It Hh6):

\® Gitmie s RS e) |
{EAT EmHY DHS AR 22t (B

REATEIE =S L) N (22w )
| ®E || BA

LB, 4 WR Internet tHiY (TCP/IP) BHMNE 3-2-9 Fin, WFEFZHN,; R Internet Y (TCP/IP) BHEAR
=E 3-2-9 fr, WE "B uEE "BaikE 1P ik

TR S5 B "HE TlbiE.

EeEaE

B 6 Bt TR > 1517, & BT BAEFEA ‘camd” wSEREIER. I & 17 80, WA 3-2-10
Ffi7e

E3-2-10 "i=f7" &0

N EER: C\windows\system32\cmd.exe { =e X

M1crosoft Windows [fRA 6.1.7601]
IAETE (c) 2009 Microsoft Corporation. {REPTHHF.

C:\Users\Administrator>_

£ 8 A TEOTWMAN THSHWAEBEHREBIER. ping 192.168.1.1, (IRHINANE 4-2-13 FR5RHE, &
TAHTENS NR ELIRHESEEMIES.
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4-2-13 EBMIIEE,

I

Ping 192.168.
192.168.1.1 4
192.168.1.1 [
5 192.168.1.1 i
192.168.1.1 f

Microsoft Windows [hf
& (c) 2609 Microsoft Corporation. {%

C:\Users\Administrator>_

BN EEE: Ch\windows\system32\cmd.exe
;4 6.1.7601]

C:\Users\Administrator>ping 192.168.1.1

H 32 ¥

8= 1ms
32 Bflal=1ms
32 BfJE[=1ms

[
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NR TR eSS A WEB A=UH{ThCEIR{E. XA WEB AU {TEEIR(EESE (FEE. BEMAYVE S, KR8 "4.2

FHZERRECE" Sopk PC #1F0 NR TTEIRHR=RAIAN ERECERRIE PC #HlLE5) chrome NG, BERE NR K&
PRSI TR EiR(F.

.. HEFF(ER Chrome iS28, (EREMNERTIREEES NEHIETERT.

4.2. §F

HB] 1 FTECERBIKA chrome NIYEEE, fEMBUM=AEIN "http://192.168.1.1/" . HA BAFPERSMHINERE. W
B 4-2-1 Fimx.
E 4-2-1 BRERSHIAERE

@ 192.168.1.1/#/status x 4+ - X

& > C O A FT&=2| 192168.1.1/#/status I o o

s L
E G
~ - \
- e
S|2 \WA BPE" . "ElR , Bhd wE . BUERE NRTLIBE WEB & ERMH.

.l BRIXERRAN, REAREHAFPBNEZNE. REMAFEA “admin” | #§37A “admin” . Ml
FEWZMT, FEW “4.8.2 ENZB" .

4.3. PILRigE

BIEANNEES, AI5emxd LAN, WAN(EN%E), WLAN, BaiREnEE.
EcESoRE R ERE T NEREIEE.
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4.3.1. BBEHMLE

NR TC& B2z OAITIBEZ —, IRHESEIE modem IASIERIZEREA Internet, NAFREEIERTTEZE T LMD
BE. 3G MEEHEBEAZE 1~5Mbps I ERMEZR, 3.5G MEHR=AINA 20Mbps E/EZR, LTE 150Mbps AY_ERIESR,
NR SESaiA 2Gbps,
S 1 EFR NRELIEHH[N WEB RRERE. EFRAAE20 "4.21 &1 WEB BEERE" .
TR’ 2 BE "NERE > BE . I BN &, 8 4-3-1 Fim.
B 4-3-1 BHFERES

@ ¥E £ NEgE & RfEER ® VPN = ki & ARIRE

= BuRE / EERLE

EfiinE SIM2 g8 BERiRE EEWE
zs @
il | g3
REHE | 2RETEE
CID | CID1
APN
WEER | 7

mresean @O

+ TeIpRSSHehE I www.baidu.con

SEF L | 114.114.114.114

=3 [ =

$] 3 X BHIMESH W wE . BRET M ERT BME X "BHiNG SEETIESURE. SRS
B, FRYNFHFEELTERNRS. NEE "ER" &, "ER" REXmES, FrENZESESELTERK
&, BIRETYNMEIREN SIM1RNRE, SIM2RNRESHIRBS SIMLER. "BaIE" [ISEREME 4-3-1
Ffr7ze
& 4-3-1 "BHNE" ISERA

Hitig s
B FEBMEIRSIRE REFE
i IREERRIMNINEEY ThOEE
Bzl TMZE-£ DHCP &Sy
PPP: {#FH PPP kSl
RRZEHI= RS ERRAIRILE L%
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SMEEE: %k 5G/4G/3G HTHER
NR: SA/NSA Rk
LTE NR: {fi5% NR
X LTE: $fi%E LTE
{X WCDMA:  $iizf WCDMA
{R EVDO: $iiE EVDO
X GPRS: #izE GPRS
{fX CDMA1 x: $iiE CDMA
CID PDP REINEMNZRSIE, BIFEER =i CID AR TIEE,
Z4> APN Y, F{REFMmEFISER
] =N
APN BENZEBMNEN—MRRMEE, B &8 GGSN FHMNBRMISENRIEE, BWASE, BOHERKFENS
ERT FNEAIIZERMENE HWEIEERIRH APN A 85ER EME,
B, ErEE RBEERREMAY
WEERRRGE, BIEE Mk ISP
=M, BEBRT G MEER4E
BNREE.
TNIEZREY TERIE "PAP" BY "CHAP" RF,  7ESEIRA "PAP" B¢ "CHAP" BY, EEENEMIERAFRENRA
SEENEYMERRFRENAF  FIRER,
IRERD,
FBFE/%8 BNZERMENSHIRR, M FaimA
FEiEn TRTFEAZAENERL
SHRFEEARNEREME. BEE
W C MEERAER FE%
19, WERS G MEERthIAsE
.
FrFgEER A FIF SRIHEERHI T RE G a=
AR SS e HEREAOMIAYRR S5 i Fa@A P Bl
Bt HEREHO MRS FRRRSS bt Fa@A P Bl
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PIN 3 BTE SIM REYZRD BERARETF
Bzh3REX DNS EAFERRSSEEH9 DNS Fright, WAN #5{EFRRS38809 DNS, A@isAFaNiRE DNS, 15
B DNS1 2 DNS2
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LAN ORECEFZMATIRBRS MAANER, £ MANTLIBEREREENG, FERBRIE 7 ERERBE TR
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F] 2 BE "WKIRE > LAN" . $TFF "LAN" &, W& 4-3-3 i
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4.3.3. WAN

FERFEILUKMIERE Internet, EESNBRS IP. DHCP, PPPoE =#75=.
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ZPS LAKR WAN #2089/ttt ERNERFRA
“HHY” ik3E “PPPoE” HIRR
FAF&/%18 PPPoE ILKSFIFAFFE / BB,  ERNERFIEA
BERRSSRIRE 4, ADSL kS
BHER ISP 32,
T hiEREE
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4.3.5. DHCP B3
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AIERIERIENE SERANAIRIRER RS A) [ BRIBIEENLR, A 3~252 HFRXD, Gz, HERES. M
B SISHRIRISAZ A BMAR: RIIRBAMARSTHHEKE.

FB] 1 ER NRALKHRN WEB BEFRE. BFBRSEBEN "42.1 Ex WEB RERE" . BE "NER
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4-3-10 EREHTE

@ P & WERE & NERERE @ VPN & fakiE & EFRRE
= BaSIRH
|| R
O 1Ptk Eali it T—kititik i 31 e
lan 192.168.20.0 255.255.255.0 192.168.20.1 1 e R

F] 2 BE "I | FE-FESEEAN. EERmNE 4-3-1

WA RS, R 2O ZERVTRIANRE(EHE 29



STAR-ELINK

EdZE =T
B 4-3-11 BSIRHMECERE

Has & WREE & NEER @ VPN B BikiE & RENEE
= FHSIEH
O lan o~

* |Pitlit | 192.168.21.0

* FRIEE  255.255.255.0

* F—Hlbht | 192.168.21.1

B 1

MTU 1500

S 3 SEURAINER 4-3-6 Fimx.
% 4-3-6 DHCP [RSBERIRENISENRE

EOBMR EELERRTR (8F) #OE  THIIREE:
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HERIE 4C BERSFRAFPNABSR, X4 NR TLHERRT TIRERR DDNS | FHREZINEBEEFATRS
ERSTAMET ML, MELRRS. =IREEE. DTU. ERHES. RESRITIEE.

4.4.1. EE&FF
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S 3 EE DDNS [RESE, SEuRBBUIE 4-4-4 Fim.
% 4-4-4 DDNS [RESEuHB

i

=1z {582 DDNS BRSS. I Gpa=
R&5TE FRISAUSEXIRAVHZIR HEER, THABSIT
BRIFEEEAS HIRZ/MIEE wEH
124tE5H9 DDNS BRSS. 3322.0rg
dnsexit.com

zoneedit.com

no-ip.pl
domains.google.com

CloudFlare
FBPR&/EZ i} DDNS [RSSIRMFSE BRI —RFREE, K64 1MF15
FBF&. i,
& DDNS FRSSIRMFIRGIN B8, & —RFREEE, 8K 64 FF,

5EReResM P ABXIN (@ E A
ZiEE KSR EESA 1P,

REERE BSEHE85 DDNS H&ZfRSS =R  EUESSE: 2~1440
B3 DDNS 18X(5 SRVERRRYE, S S
IR HEIRSEIPAEE  BiA: 10
WERIXEFEUR EHEhE BUAT
E&MISE) DDNS fRSZ—HRERINIE 4
SELLE,
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RSO WEBERIHE ThOERE

$] 4 BE "RF" , 5o DDNS IRSBHIEE.

ERRY DDNS BRSSAS: 3322 (www.3322.0rg)
° E45MY DDNS BRS3RES: DNSEXIT(www.dnsexit.com), ZONEEDIT(www.zoneedit.com),
o WREHIRERFE, N SIM RIESIRHFIESIN IP HUEESNE. MEAPECESRIZHENERNR
EHiEZIAY DDNS %, BBAREIRHEEL modemIP MIEAMZE, AFHEASRIIIRHZEHE.

4.4.4. RBRHLE
{ERTCERR R, AP ASELER R DRI EEAENRRE, AL R S IRHRIE A5k S _ EMBTRT40
nE. BHESREESARE LIRINREN KRS L& MER, SRMFBEEANE IR IEHEGIME, ZIERF
HIESMNAZIRRE SIM REBRENER, BRYELERARESRKESE.
$E] 1 EFR NRELEARN WEB BEERE. BRITAFEN "42.1 &R WEB REFE" .
$E, 2 BE NAER > RERT . I RESRH RE, WE 4-4-6 Fi
E 4-4-6 MEFITTIE

W& & WERE o WFEER VPN = fkis & EERE

=ik mEgit | RS ERT

=R @
g | o MB
TrifigE | o MB
+BHE o MB
* BRI | 1 MB
ERRERE

$E 3 BEE RERITSH, SERBIIE 4-4-5 A,
* 4-4-5 REFITSERE

i

=1z (FRERESITIRE BFRATE
AERE REABCEFERRE, BTFEs  FaiaA.
Bt SIM EfFFERE. Z0A: 0
BAfS7: MB
BRERE ’E SIM KB RERE. FEA.
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BAf7: MB
MEFCLSK BREFHERS A Flash IESRE  FEEAA.
BE, ISFERIRERINAZIERK 3L 1024
[E1EEEEE A Flash, EAf7: MB
BFETRERRE "ABEFERRE" BY 'BARE RKAXF
EBR" B, EEEHERREREIEN.
Hrne Rt BAFAN HTRE B MB
TIRE RITELFERNTTRE Bf: MB
2R 4 BFE RE | REFKITNEES.

4.4.5. itHESS

TEA— TR SMXER, REEFEFERNFEREHIERIRAELRK, LUEREXINZWSH 3G/4G 52k
BHTEIFRIEE, NR TERIEREESEEALIGES FPIEEEK, BEFTLRESKEES MELR R (FEXNER),
Rtz SNEREEII ARIESHIT IBREEZTREFMRSHERER) .

] 1 &R NRILEKIEHSEM WEB BEERE., ERZEAFESN 421 &R WEB BRERE" .

L] 2 BE "NAER > HES" . TR HREST 1E, B 4-4-7 fis.

4-4-7 IHRMESRERE

s & REgE & R VPN & BkiE ® & ahct
= iHES
=0 R
9 hat =H B L &5 st
0 0 reboot e MR

$B 3 ERMIFAVESEEMN, BRE FI0T , EANESHNRERE, WE 4-4-8 AT .
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B 4-4-8 IHUESMNLR BN
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= itEES
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N | 0

BEA

{25 | reboot -

EcE QOS 2%, SRR 4-4-7 Fim.
&= 4-4-T HIESSERA

yak: HE{EFRIRTER, a. EEERAGE, NAEkR,
WIZ{EESRTAE X DH, EUYESERE: 0~59
b. ETEHUE XFIEMNL /" WAE X ST IRIES.
N HEERR RS, a. EEEBAYE, NAER,
S (EERTAE X /T, EYESEE: 0~23
b. HEHUE XRIEMLE /" WAE X NHITIRIES.
HEA EANEXR ESTETIN
BEEE: 1~31
ZABREER " CGEURNENES) R
A Bfp FatfN.
BYESEE: 1~12
SNBHER " (ERANEES) R
f==1:1 =11 FatfAN.
EYEEE: 1~7
SRR " (EANEES) R, EERERTR Xy
== HUTRIES THIZIZRATE, reboot
2R 4 BFE RE | SRAESEERSHORE.
RE(ESHERGI:
b N x/BEHA x/2H it
A R -
*/5 - * * o 59
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E=18. 68. 128 15HM11:57 %
25 6 * * 1-5 EGE—EIRM 6:25
0 0 4,12,26 * * AEAMNSE4R. 12K F26 KRR
510 9,14 * * 04 BEX. BUAY 9:05. 9:10, 14:05. 14:10

4.4.6. ZGREiR

NR TSR AN B RIREZEER iE, MA MQTT Y (Message Queuing Telemetry Transport) 5=
REEEYAER, BYREEEFATINREITE4NSIEN IEMSRSHEEERE, IEEREER. /R8T
fiI. FREH. AREEER BESHS. BNEERBNT

S 1 EFR NRELIEHH[N WEB RRERE. EFRAAE20 "4.21 &1 WEB BEERE" .

L] 2 B "NEERF >TREEFm . I =REEFiR 1E, WE 4-4-9 Fir.

4-4-9 RIFBEFIREERE
7 & WERRE 2 NEERF VPN = fhkis £ EEEE

= mEEEFR

Hutigs RS

= @

* PRSEEMIE  cloud star-elink.com
* w1883

* iZEID | E112513542

TR 3 EERKEZFHSE. SEuRBBNE 4-4-8 Fir.
X 4-4-8 mIREEFIRSEGRE

=l ERERIRBIRSS  ZIREREREHE ~RTER
BRREEEFafER.
RS aeithtE =IRERSERM 1P BiEE FamA
| ZIRERSHEMOIROS, SRS FaaASF, BUEEBE: 1~65535
uvAIE)
’EID EERREIRSSERA9RE] 1D FIMANFR, NEEFEEDERNIDS
BB ARIREIRS RS OBEIERE BRIA 60 72
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=H3 EERREIRS A ERRES
W& LIRIER RERSERE LIRAGENR Bfukl, BN 180 %
SHEL BEESNSFERFOKX, RMERE
WEH "mREE IR RIRTAES
BEEASBIESHEER

TR 4 BE "REF  TRERERE.

4.4.7. AR
Rz FERRSS EE R — A E P ERRIRIEE. ZIREEERENNIRS, TEEAEEMERS.

17 ER%
fr BRI 25 TF A e r thRe, HRiE “Bahme” e A fe M hae, F5EExNH EIFE €
e, AHTTRIESH “4.31 BAMNE” .
L] 1 EFR NRILEKIEHE WEB BERE. ERAGEAFESN "4.2.1 ] WEB BERE" .
2] 2 BFE "NEER >NARS . HRESE USRS 1K, W8 4-4-10 Fx.
4-4-10 (UBIRSRE

br & mEgE a2 UEERE ® VPN & Fdg & BEHEE
= RIRERSS
HTTPRRE TCPIRE v MODBUS
e @

+ PRSSEEMEAE | Input_server_address
* iwl] | 6898
®EID SNEQ0000
HRAE | FUE

* FIEERE | 60 W

E=d =]

$B 3 REVERSSH. SERBINE 4-4-9 Fim.
& 4-4-9 (ERSSEHRA

EF (EREAIERSS. mEER/XA

ARS3asthE B EHORERIARSS bt FAN

| B EHIRERRS RO FagNEF, BUESERE: 1~65535
®’& D ERARSSARA9IRA! 1D FaRNTFRF
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HRRE MERRSSeE ERAGEEE ThOERE
[RiaEE: FBEERGHIMRIIER
EMER: EEFTHESSE

M 2] VEES ERAIER BBy, BAIA 60 7Y

FR] 4 BE RE | TRUERSEE.

4.5. VPN

4.5.1. #EiR

VPN (Virtual Private Network) BIEEHIEEM, 28T Internet B—MZL2BiEMN, Bl NR LSRN iE
L2TP/PPTP/N2N/OPENVPN £ VPN Y AIERIM(FER, BRTtSEE VPN EEZ2& VPN RS, B0 VPN over VPN,
ZE VPN R EREE R AIRE A BEEURIIZ 2 Mt.

4.5.2. PPTP/L2TP &

RN, BiizihY, I=fERFREEEIS Windows ERIRE RAUKEEESRNRINYNARRZEHEIATMLE,
FRERSIENDIHY ISP, @id Internet LeFEERINTING,

L2TP (Layer Two Tunneling Protocol) E_E@EMNNGES, B2 VPDN (EINER RSNE) HSARRI—M,
LIRRHTEZEHIENEEEE, L2TP BEHT—FhofE BARREHNER, HRMNNARERE: EAaRTE
PPP IEANEIAMAINLS 5EARSSEE (NAS) |, LUEAATIAERMLS, FREX IP UtFFAEHERA A RAIMESR. Z5R
TIRAATIREBUMNEEABRBEN— L2 E.,

ER NR LI HBY WEB BEERME. ERHEEEN "42.1 &7 WEB BEERH" .

£ 1 B# “VPN > PPTP/L2TP" ,

$B, 2 ¥JFF "PPTP/L2TP" W%, WIE 4-5-1 .

[E 4-5-1 PPTP/L2TP %IFKZE

s & WESE & MNEER VPN & BAdE @ ERIGE

= PPTP/L2TP

&R BRSS=SHhiE S =] wE B{E
123s test.vpn.org PPTP Bl i e W
TR, 3 EP—FR "RE SEER RN , N PPTP/L2TP SHECERE, NE 4-5-2 Fim.
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e =aas EERE
=1
L Q PPTP L2TP

* $E[1EFR | 123

* [RESEMENE | testvpn.org
* HFE | testt

* BB | testt
ERIAEE

it

sostenr |

$£] 4 BCE PPTP/L2TP #MIMS#L,

SERBAINER 4-5-1 Fi.

2 4-5-1 PPTP/L2TP I £0588

i

BF FFia VPN i&Efz

OB %#% PPTP/L2TP HINIAYRZFR

ViY8 EFARYEMY, L2TP, PPTP

fiFEatunla BNAAIRSES P thitakisa

FBF&/%m BARSHRERINSIAEERA
PR

BRIARSEH VPN RIS, BEOARHIRE
79745 VPN B%iE,

ANt REAIHESEE P bt

Izt IRENRERSHKE |P it

BREE

BN AEF

EAP/PAP/CHAP/MS-CHAP/MS-
CHAP-V2 i \IE

LCP Echo jaf@ &I% LCP Echo BiEkHYEE

WA R E LB ERTRI A REEHE

BERHI R/ KA

ENRBZTIRBIAIRR. FRAEET 7 719
-, RS (HE) F.
ThFIFRIEE. RIESRERIRE
BENBTRNGRARSS (P ibhtass
BARNRSSHCRE A NERFE/Z0E
BT R/ KA

FgA IP

FgA IP

Qi
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LCP KSR Rix LCP GiERKMIRE FaEA
HERE RNERIER FaEA
BRIEEE P& ATREESAAAG  SaRETR/XA

FRIIESER
NAT BREOLEER BREHIRAFE/ X
KRR IZE VPN RS R EAER -8 FaaN, 0~255
ESNEKEL DNS fEFEARSS 28 DNS BERERF IR/ K
MTU REREON MTU (B J9ZER, 0-1500
MPPE [ FRER T RN Y BERHTE/ XA
MPPE %R FoARZS MPPE/ZEFS 40Bit/Z5F Ak

128Bit

TR 4 BE REF . 7oA VPN BECE.
4.5.3. OPENVPN

OpenVPN FIBRIBEERET— MR IP im0, EIABHEEER UDP B, FERTtsZHs TCP, IANA (Internet
Assigned Numbers Authority) $ExE25 OpenVPN B imE 1194, 7£ OpenVPN &, WNREFHIE—MERHEL
it (BFEN-RECAMIERY, XEIFES) |, NRMERASBEEEIEAEEIEE (TUN &) sEdEm (TAP
BR) REFEMMNFL, RESEFZBIZEIEHHTEMANIES, S@id SOCKET MIMN ERIEHZE, X5ek 7 — N8
MERANERE, RZIMA. BInfERSEREIT SOCKET NN ERNEIEHRE, FRTHEMAER, NaRIERLSREIM
=, WRZRIFRHAE AT LA,

TR NR E&EHEN WEB BEERE. ERAAFEN "42.1 &R WEB ERH" .

$E 1 EF VPN > OPENVPN” ,

L], 2 FIFF "OPENVPN" %, fNE 4-5-3 RE 4-5-4 Fim. SEURBBINE 4-5-2 Fm.

& 4-5-3 OPENVPN EZERE

A & RERE a NAiER ® VPN =5 BRidE & RERE
= OpenVPN
ERGE BEeE ZEH BB
I=1z]

= fESSEElE | my_server 1
* Gl | 1194

¥ | uDP
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& 4-5-4 OPENVPN SREERE
W & WERE a NEEF VPN = ks @ FHRE
= OpenVPN
EEEE R STIH RS

nZR=N  BF-CBC -
INESEE | SHAT -

zoFE 8 | FE -
FRNNESEH

BN

% 4-5-2 OPENVPN £#588

EF Frim OPENVPN jZ#, BRI/ KA

PSS asttbilt RTFENGRRMRSEM IP Sl BARTENDENRSSE 1P sidE
| RSS2RART FaisiN, 0~65535
pY AT, UDP/TCP THIFIFREREE, A%k UDP, TCP
SREE
ik ik THOEE

BF-CBC/DES-EDE3-CBC/AES128-CBC/AES-256-CBC
NEEDE NEEDE THOERE

MD5

RSA-MD5

SHA1

RSA-SHA1

DSA-SHA1-old

DSA-SHA1

RSA-SHA1-2

DSA

RIPEMD160

RSA-RIPEMD160

MD4

RSA-MD4

ecdsa-with-SHAT1

RSA-SHA256

RSA-SHA384
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fEFRERIER
RSA-SHA512
RSA-SHA224
SHA256
SHA384
SHA512
SHA224
LZO x4& E&#R LZ0 EHEESEEs THOERE
FHE/X I/ 28
BIEE I BB TN BTHERERTT IR/ R
=R SHEBEHTINEAIERS FaaA
AINESER RINEE ER SRS FEA
ZLIEH
CAIEB CATES (.crt) prisi A
TAER TAIES (.crt) prisi A
EFURIES EFRIER (crt) pricic A
B EFIREH (key) priiE A

H$] 3 BE "(RF" |, 5ohk OPENVPN RIECE.
4.5.4. IPSEC

“Internet & EM (IPSec)” R—MAFRMINERIELELEN, BISFERNBNRZERSLUBRTE Internet 1Y (IP)
MR L TR MZ2R0E . IPSec & IETF (Internet Engineering Task Force, Internet LF£/T-454H) 1 IPSec
NS —H P 2 Wil . IPSec & X T EMBREEH %4 kS, HIIRE BRI . X 02 5
v hor Lo B I €7 L R o S €7 TRt g G s ] R i 03 4 G

TR NR T&IHBEY WEB BBEERE. ERADZEEEN "421 &7 WEB BEERH" .

£ 1 B|E "VPN > IPSEC” ,

H$EE 2 17 "IPSEC" &, WE 4-5-5 EMREATR. NXERIRE, WE 4-5-6. NESHREWNE 4-5-7, B4
WRRENER 4-5-3 Firm.
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+ el | \
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ororet @D
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|
]
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E=172

4-5-6 XiERIE

WE F REgE & WEER @® VPN 2 kg @ BEgug=E
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0 EEEic, ERFANEES

* Bl Bl BMF
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4-5-7 INESHRE

= IPSec | BlFL 2R

Eties SRR &S wE

1 IKE 5

HEEEL | ==

IKEAEESL | IKE-PSK

IEERIL | 3DES

WIESE | MD5

DHE | 2(modp1024)

IKE =53 | 86400

| IPSec 25

IEEGT. | 3DES

WESE | MD5

PFS | None

KEY &R | 13600

% 4-5-3 IPSEC 2R

FHE VPN i

FTFRABRRARSS s
REMHEEA.

ECE IPSEC ANimtmRLATREAA IR
B, AEEULL IP AtRR

BEE IPSEC XumtRmRLAGRAERS
B, AEEULL IP AtRR
[EFE/2F DPD &l (f&Rxd52
BEFE)

®E DPD #&iNafRAtE

REFERTAT(E)

WA R E LB ERTRI A REEHE

BEIRHI R/ KA

BENBTRNGEDNRSES P sigs

FEIEIN.

N IPSec MRS EENEAIFRHZZARA,

BAKER 24 {iL,

BN IPSec AIHFRREIA, 5 IPSec IHHIRS SEABAIRTIHITIR
—

N IPSec JHHIFRRIA], F£5 IPSec IHHRIRS SEFRBAIARITR
—

BEIRERF IR/ K

FaaA, Bf: ®
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TRtk / SELRhE/ 7R BINT- Rkt
BRgtthit/ 5 SEE 9L/ 7R BINT- Rkt
IKE 251
e FE—NERAMEER, 815" main”  THFIFREE.
(FE=) 1 " aggr  (FFEIE MW THSIRPSEERENEMERN, —RRMInEEE NAT B
=®) . USERID WA "BrasiEsl” .

IKE TAVERER SRIHEEAATUALE THIFIRIEE,

IKE-PSK

IKE-PSK-XAUTH
mES= 3% 3des # aes FRINELR — THIAIFRIEE,

N THIFIRPEEERBINES
INEEX % md5 # shal WMINEEE THIIREE.

NTHIFIRPIEEEIS EIINEEA
DH 4 IKE 1R, THIFFRIERE

N TFHIFIRIEESIENES
IKE “EdnfEIHA IKE ZHLETRRTE FagN, B #

BYESEE:  60~604800
IPSec &4
mES= 3% 3des #1 aes WRINESR M TFSIRTPEFERENINZES
INEEX % md5 # shal WMINERE N TFSIRPERERENINEE X
PFS FEs R SRR REFE/X
KEY “a/EHA SA ESHTEERTE FagN, B #

HESEE: 60~604800
S, 3 B "RF" . SR IPSEC BIBECE.

4.5.5. N2N / PEer-TO-PEER VPN v2
n2n 2—FEEE VPN 5, TR MrelEsd Shialfh K AR LS,

n2n EEFWANTTER:
BRETR: EAFLSTREMRNRNEMT R, BWMEETE Internet EATHAEIANRH,

BEPR: BRAEMNE—TBDIITE R

£ n2n PRSNMAGT R EHZREMRSIRATR . BNBRTRIUPRSMIX, FE—aHt BN LR
BAZMERE—ERS . ST RALUEAINIZEZ R K PREIEGHTINE. n2n SXEATRERIER MET udp 52
SURZEEERINSER, NRFE (EREHRTEHRNNATIRE) |, BT RIEATheE8ER.

B3R NR TLIEHERN WEB RKERE. BERSEFEL "421 R WEB BEFRE" .

EEERME: B2d "VPN > N2N”

BETRRE: WE 4-5-8 MGTHRAE, SHENE 4-5-4

4-5-8 INETIRRE
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RS & WEgE 8 NEER ® VPN B BldE @ EmigE
il ey BETS
o @

» AiEHEHE | 1010102

+ Tt [

© FEEE SETERETCTT

* BRTRAL | 10088

BERAE | tset

EHEZE | testd

MACHEHE | 6ada3a5d 1578

MTU 1400

za @

RA-5-4 BEBRSERA

=) FF/E VPN & REHREFTE/ X
Attt IDEETIRIAY IP bt FaaA IP
FERTS Rtk BT R 1P SiEE FaffA itk
BT Rm O BT RrSimC FamAinO
EifE BRARSEETR FaBINFRF
EFEZRS BB FARANTR
MAC ik WAN #O04ER et IEEMHEY, Bt REFalREER
B XXXXXXEXXXXXX (X 9 2 31 16 1E4127)
MTU WEEOMMTU & FER, BRAMET 1500
B&E EAERKHEEL RERAFR/XA

S 3 BT "REFE" , 5ok IPSEC IELE.
4.6. BHXIE

4.6.1. iR

NR FEERERTSZHF ISP XS, B Dt NISH=RIEIRERY IP tbilt/imO/MAC tibtital® 1P #dE, SARFEM
AIBA KSR TRILL, FHSSHEMKIERNIITER $EGHTIRREEFIE, DIAZIRFRZERE0ER. NR T&
PREERSIHF IP 128, MAC HbdyE, AFILIBTIREREMUKSEI, W: frF/ZIERENRESHEING, eF/ZLER
fBFAFIGIRERMEEERN, B8 NAT mOMSS, Hihd&. DMZ ERIFAEE.
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4.6.2. BHXIE
B KSR RIS MBI A EBE I, BE T =HIRERPE LE WAN XIEFHSRAVETRE, RIFIEASRANNZ S, WE

4-6-1
4-6-1 PKIERE
b7 v & NRgE & NEEE ® VPN By phkig @ EBNRE
= PhkiE

BF SYN-flood [ o

NIEEE | = -

ke | = -

273 | B= %

4.6.3. iROELR

IO R X MEMMEIRS, —RATRHINIROREIERMNIERE IP LA%mO.
$B/ 1 BEFR NRTLKHFEN WEB BEERE. BERSEEEN 421 R WEB BEFRE" .
F] 2 BE kg > wO¥K" . I "mO¥K 1E, WE 4-6-2 Fi.

4-6-2 IHOFERGIRTE
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= mOkEE
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PIERX i iSRRI, —fgfs lan O 3% LAN
RIER IP R BRI R SR IP bt
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4.6.4. DMZ

$B/ 1 EFR NR LB WEB RKEFRE. BERITEFESN "42.1 Ex WEB BEERE" . H5E "TkiE >
DMZ" , @A dmz E#1IP, IE 4-6-4 Fm.
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ISR AR BRI E IR R BEMIRERI ERITAETE, NI EE B AR R AP E—8 0 £ N e LR —R S
ENIEEEERLS.

FB] 1 EF NRTLKHERN WEB EEERE. ERSEEEN 421 B WEB BEFRE" .

F] 2 BE Pk > bR o I HehbgiEt mE. WE 4-6-5 Frw,

4-6-5 KT

T & REigE o NEER VPN B Pkl @ Egngs
= ihhibdiE
Eho R PR
ki aF gttt =il #F
12333 REJECT 192.168.30.1 iRis HEs:

WA R E LB ERTRI A REEHE 55



STAR-ELINK

EdZE =T
El 4-6-6 FNIN/HRIBIIE

wE & pEgE 8 WEiERE @ VPN B pkig & RGeS
= lbtikidiE
EFR
IWE | B .
Y Al -

BIERP Q HT O T
JRistE | 192.168.30.1

S[i0p s
=r e R == ERFEE

F] 3 BE AN RE, RSN, ME 4-6-6 Fir, SEECEIREI 4-6-2.

& 4-6-2 lbTIESH

win

EE XSCECARIRY B TRIENE THIIFRERE:
® ACCEPT &% ®  ACCEPT
° REJECT 3a4s ° REJECT
° DROP EFH ° DROP
/DY P #EE RN THGIRIEE:
® tcp
® udp
® tcpudp
e all
HERm ANk BT/ T, EATEERRIA S i

LAN->WAN [9803E, TITEUERIN
WAN->LAN fos5E

pEyichild IP R ATIRIEIE IP aEMIER, ANEBAIAJ 0.0.0.0/0 XZRRTERY IP

R IP #uEEARRO BBl 1~65535, AILAREANGO, tBAILURS STE, m: 825
i 80, £Niw 80 81 82 TBE 80-90, WNRHWEEILEIRim
mEYESE

B 1P IP #EREIAIERT IP ittt IP EiMIER. FEBRIAZ 0.0.0.0/0 (XZEFTERY IP

Bh%%O IP #iEE A B MmO B 1~65535, AILIZENmO, LRSS ECEE, m: 84

im 80, £4imM 80 81 82 =B 80-90, WIRHUERLIRE RN

WA RS, R 2O ZERVTRIANRE(EHE 56



STAR-ELINK

EdZE =T

ORTLATE
$] 4 BE "REINA" | SoRttibIERNEEE.

4.7. ZFgE

4.7.1. iR

EELUEITRS NR LIS RAIRE IR T HAIRE, REHITLAREMYER BF fli: BIRSOITRS
FzEITER. BRRFERNEE. MEUHLIR R TFRE.

4.7.2. N3

R EERMMAENAIS/ZBTE, RITTLUESERMERY WEB Hak0, F BEMAFIGRESE.
FB] 1 EF NR L&KM WEB EERE.
BERGEESN "421 BF WEB BREFA" .
$B] 2 BE "RERE > TNEE" . I ENER 1mE, 08 4-7-1 k.
E 4-7-1 ENZEERERE

W & s 8 NEER @ VPN By Pk & FEonRE
= =B
bl T
RIAZEE

& 5-7-1 EHERSSEGRA

Az RFESUERIZS. RPN, RKEXT 5, INF 324055
AT FRFESERIERS FFBIN, KEXTF S5, INF 32451

4.7.3. GeEEHE

EEEE, APUUSARSHES, REH BHALE.

F], 1 BER NR L&KM WEB ECEFE.

BRHOEEEN "421 R WEB BEEFRE" .

£B] 2 BE "RERE > BEEER . {17 'REEE 1E, W& 4-7-2 fiw.

WA RS, R 2O ZERVTRIANRE(EHE 57



STAR-ELINK

EdZE =T
B 4-7-2 RREEERE

P & pEeE & NFEER @ VPN B PrkiE & RERE
= RiEEE

EESH BEESA EH BE EtES

suwzoEs

o EESH: /E "EMNEN" JLUCHRSERIIEE THREIA, KEHEIUA tar.gz

o WHEHEE: /& "WEH RKE" TEHMNMETRT "HE" BASIRENSHIKEMD SALE.

o ERESA: BERKEHSHECUY (targz) 80, /& "EEXM" |, RAERT " LEAEHR" BIEBSEsU
SABgEH.

o [EWEE: REERA ARRET "ENIREE" BIpNEERCARFEENSX, DEREREL RER
BE R EERIRIECE.

4.7.4. REHER

NR BRI AMELTAFRER NN, A RZEIBEHERCIKERE EHMNERXY, FIREMHE
ZFNEREMAIENLL.
$B/ 1 BEFR NRTLKHFEN WEB BEERE. BERSEEEN 421 R WEB BEFRE" .
F] 2 BE RERE > REAR . BR REFAR FE, WE 4-7-3 frir.
B 4-7-3 REFHRITE
P& & pEgE & RFEER ® VPN B2 Pkis ® FHigE

= R

FEERE OF =

T ez

O EETHREENEINARE, FHERESEEEaIER, BMNIEANEEISH,

S 3 AT UEESH , WIE 4-7-4

WA RS, R 2O ZERVTRIANRE(EHE 58



STAR-ELINK

EdZE =T
4-7-4 Tt

H& ® HMERSE & WEEE ® VPN g Bk & BEHIRE

= RRFER

il

REERE OF

Ef#+  elink-sg801-3.6.8-T3-896b3fc-ext4-sysupgrade-

rootfs.tar.gz

O BREEARIEREINARRE, ARTHRERSEENER, BN UEANSEISH.

TR 4 REAFFTELERS "REBEE" A ~T "LEEH"  TRHMERRE "HE"  FEEERER,
AR IGRHEEFRE "HBE" .

$B, 5 RERAE, web 2IREERFAME, EIZMEE, SFHEREFARSTH, ARt 1~2 5, FHRTHEEN
RIFTIE, Ehf WEB,

4.7.5. ZREE
RASETESESRAARSEXNNS, EHESRSEN. NTP. LED &S, WEB MRS, SSH. Telnet,
EREES.

$B/ 1 BEFR NRTLKHHEN WEB BEERE. BERSEEEN 421 R WEB BEFRE" .
TR 2 BE "RRRE > RREE" .

Ra
RABMFEIRBEENER, WK, NE 4-7-6 RABITEHTR

b & REgs 8 NFEEE ® VPN = PkiE & RengR
= RAEE
RREE NTP LED WEBES SSH Telnet TEAS

LpiEdA) | 2020-11-17 18:19:25
* WS | elink

WX | Asia/Shanghai -

WA RS, R 2O ZERVTRIANRE(EHE 59



STAR-ELINK

EdZE =T

NTP

NTP AIREIRHARIRFRTE, FARMNSBHAERY, AIHTFEMRE, M0 NTP IRSFRMERERS. 17
FF NTP" TaZ. B 4-7-7 Fim, SEORIBUNER 4-7-2 fr, BCE REREISE, SERRAME 4-7-2 Fim.

[ 4-7-7 RFEJEAE

wE & [ERE & NEER VPN & ks & RHEE
= RiiEE
EHEE NTP LED WEBEES SSH Telnet A

ganrzrs @

* {E% NTP fR=iiht 1.cn pool ntp.org
5% NTP fRSH2i2 | 1.asia pool.nip.org
5% NTP BRS1a8E3 | 0.asia pool nip.org

{EA NTP [RESEERS ()

(=] Bl

F 4-7-2 NTP 250588

PSR NTP 2P FSF NTP B RGHTE] AT/
ARS SRt 1 HblEIAR S5 2840 1P SRS FaMAA.
AR5 SRithE 2 HhlEIAR S5 2840 1P SRS FaAA.
IRSSERMaNr 3 HEEBRSS 2540 IP SR FEAN.
YEX NTP JRSS8IE (BN NTP [RSESIBGUTERENR  AdTfr/Xd
{EARSS %

WEB R

Web RS AR ERMES IRl H R BREIFNDIIE), 20E] 4-7-8web IRSZTIE

WA RS, R 2O ZERVTRIANRE(EHE 60



STAR-ELINK

& 4-7-8 WEB R$STAIE

& WERE & [fEiEr ® VPN & BrkiE & FFRE
= Ry
FHER NTP LED WEBHRE SSH Telnet e =l= et
+ WEBE | 80
anrrmns @O
@ ==y EERaWeEERE
SRR =w

SSH

SSHHISEIRE, AFRESXE, RIESFINATRO, 0E 4-7-9 SSH &

4-7-9 WEB RET&

& WEGE 2 [EEE @ VPN B PkiE & REEE

= F4iEE

EHEE NTP LED WEBEES SSH Telnet prae = = o
== @
* w0 2
TELNET
Telnet WBELRE, IHFB5XE. WE 4-7-10 Telnet T1&
& 4-7-10 Telnet [REHE
b ey F WEgE & EEE ® VPN =] & EHRE
= RingE
EmERE NTP LED WEBHRS SSH Telnet miEgwE

53]

SRR -
ZFEHE

EREASHSHIRE, IHES5XE, ARSI ERAIMNY. W& 4-7-11 SSH T&E

WA R E LB ERTRI A REEHE

61



STAR-ELINK

4-7-11 WEB JRBRE

B #®E £ RNERE 2 WAEER @ VPN B Pids & BEgE
= R
HEEE NTP LED WEBFES SSH Telnet b =i
=]
W | TCcP -
* BEERsSEEhat
* Bl
EERA =67

4.7.6. BEEE

BEER
gz

$E 3
BH R TR EE
s & WEigE &
= BFER
O Z&A®
HERNETIE

B3R NRLLIKHER WEB RKEFRE. BERGEBEN 421 R WEB BEFRE" .
R 2 BE "RRRE > BEER" .

T "BHER" RE, MBI

B 4-7-12 HERRE

R VPN = ks @ ZEEnRE

) WZA™E

|

RETRFEEEATLEZSROENES, MREEEMBAER, WE "BERE" SRAERNAYRIREIIE
EEEANEE. ME4-7-12,

Mon Nov 16 14:26:51 2020 user.debug edial2
fMon Nov 16 14:26:51 2020 kern.info kernel: [
Mon Nov 16 14:26:51 2020 kern.info kernel:
on Nov 16 14:26:51 2020 kern.info kernel:
Mon Nov 16 14:26:51 2020 kern.info kernel:
ion Nov 16 14:26:51 2020 kern.info kernel:
lMon Nov 16 14:26:51 2020 kern.info kernel:
ion Nov 16 14:26:51 2020 kern.info kernel:
CDC Ethemet Device, 8e:d0:de:76:7d:83

Mon Nov 16 14:26:52 2020 user debug edial2
Mon Nov 16 14:26:52 2020 user.debug edial2
Mon Nov 16 14:26:53 2020 user debug edial2?
Mon Nov 16 14:26:53 2020 user.debug edial2

[
[
[
[
[
[

> now_time: -1, modify_time: 1605507354

178.194820] option 3-1:1.0: GSM modem (1-port) converter detected
178.198560] usb 3-1:. GSM modem (1-port) converter now attached to ttyUSBO
178.205802] option 3-1:1.1: GSM modem (1-port) converter detected
178.211830] usb 3-1: GSM modem (1-port) converter now attached to ttyUSB1
178.219008] option 3-1:1.2: GSM modem (1-port) converter detected
178.225100] usb 3-1: GSM modem (1-port) converter now attached to ttyUSB2

178 234338] cdc_ether 3-1:1 3 ushO- register 'cdc_sther at usb-d0058000 usb-1,

- now_time: 1605508011, modify_time: 1605507854
- Wait for the module to be ready: 1s
- now_time: 1605508011, modify_time- 1605507854
- Wait for the module to be ready: 2s
Vion Nov 16 14:26:54 2020 user debug edial2-
IMon Nov 16 14:26:54 2020 user.debug edial2:

now_time: 1605508011, modify_time: 1605507854
Wait for the module to be ready: 3s

Mion Nov 16 14:26:55 2020 user debug elkmm: kpalive center detect, get 172 168 255 2 ip- 172 168 2552

Mon Nov 16 14:26:55 2020 user.debug edial2: now_time: 1605508011, modify_time: 16055073854

Mion Nov 16 14:26:55 2020 user debug edial2: Wait far the madule to be ready: 4s -
Mon Nov 16 14:26:56 2020 user.debug edial2: now time: 1605508011, modify time: 1605507854 A

WA R E LB ERTRI A REEHE 62



STAR-ELINK

EdZE =T

4.7.7. TR

MR TE, SFETEBK Ping THAEN Traceroute ITNAE, ENEALSET:
] 1 &R NRILELIEHSEN WEB BEERE., ERZEFESN 421 ] WEB BBERE" .
LB, 2 BE "ERRE > WK . T "REUK &, W8 4-7-13 Fixw,
B 4-7-13 Wzguttass
T & NERE 2 [NFER @ VPN By Bokis & RS

= MidIR

O Ping Tracert www.baidu.com

S 3 F s AR ANEN P #eltEisa, BE "Ping” , MIXEEHEE S BROMENE ANEEM. K 4-7-4
A HES AR,
*4-7-4 WA TESERA

i

il REFTURNEN P ititalls BEAZRTULAEA 1P ibiEiNERA.
A,

Ping M Ping < MAMSSEREE  BF "Ping” .
e

Trace £ Trace s MWKERHREENXE  SEHIZIRHBIAIER Trace
B9 HAEAOBREL, W,

HMEER P AIEE SR, 7o

.. Trace: B]) traceroute, iBid Traceroute ZAIRILIEERMERITENIIEEANS—IRAIENERN
B BEREHAESIEMNSEEIERD, RNEEFTES KA., —REEL BT MEE Traceroute
il 3 R, AHERPSESRNUZAOEE(m)FHEEMNBH (WBRNE) RE IP itiht,

WA RS, R 2O ZERVTRIANRE(EHE 63



STAR-ELINK

EdZE =T

4.8. K&

4.8.1. #Eik
BTRSHRE, EILINESE NR EARHBNEASE, MEMRSLUREHEN RSEE,
4.8.2. EXEE

BIXNEE NR THERSNERES, BaLITH NR BEREHSASZNENE 5. BRNEESENT.
$B/ 1 BEFR NRTLKHFEN WEB BEERE. BERSEEEN 421 R WEB BEFRAE" .
FB] 2 BE "NE > RHEER" .
I "RRER" TWE, WE 4-8-1 Fx, SEGRBINE 4-8-1 Ak,
B 4-8-1 R4e=R
s £ RERE & WEEF ® VPN & ki @ FreE

= RS RERS
FERORS | B s 5

| &

BEES SR800

ERRAS 36.8-T4

PiZRRAR 414131

B TAd(E] 1% 4eNat 1155 5TRD

WiF - 14%

4.8.3. MEIEORS

BINEE NR TLIRA=R "NERORE" B8, EILITHE NR TLEHSRRER
"MESEORS" ENMEE. BERETEUT.

FB] 1 EF NRTLKHERN WEB BEERE. ERSEEEN 421 B WEB BEFRE" .
$B] 2 BE "NE > REERORE" .

I "RSEORS" &, ME 4-8-2 fiw.

WA RS, R 2O ZERVTRIANRE(EHE 64



STAR-ELINK

F pEigE

= RS RN

ERiERE

1 WWAN ( usb0 )

Y
B
1Pv4 it
ZES
DNS
il
BE

| WAN (wan )

MACiEIE
2
23=4
MTU

4.8.4. ERIRKE

FE 1
F] 2 BE WE > BERR .

brs F NRIE
= K& e8RS
EHEE
| DHCP %#¢
EHE

4.8.5. [RHZF*

EdZE =T

E4-8-2 "WMBEORS" NE

& MER ® VPN 2 ks @ FOmeE

som | nom

DHCP

22

10.107 98 203/24
10.107.96.204
218.85.152.99, 218.85.157.99
3MB 403KB ( 244838008 )
3MB 280KB ( 343228808 )
kR 1/Nat 3455 1480

6A4A3A 5D 15:76
DHCP

21

1500

BT

B3R NRELRHERM WEB kKEFRE. BERGEBEN 421 &R WEB BEEFRAE" .

4-8-3 ZFiEFIR

& NEER ® VPN B PkiE & REER
REEEIRE iR BEmE
1Pv4 diith MACHiHE T

BUXEE NR ELHERN "BRARRS" B8, BILUTRIKES SpRSENBERS. BREEEDT.

FR 1

B3R NR LA WEB EEERE, ERGEEEN "4.2.1

B3R WEB EKEHRE" .

HB] 2 BE KT > BHSER" . REES ARP RRIEHR, WE 4-8-4 K 4-8-5

WA R E LB ERTRI A REEHE

65



STAR-ELINK

4-8-4 ARP TI%

| ARP iz
#EO MACHEfE 1Pv4 drh
usb0 aef5.7f1aebdc 192.168.225.1
brlan 00:00:00:00:00:00 192.168.225.1
br-lan 12:34:56:78:90:12 192.168.1.198
usb0 aef57f1aebdc 10107 98 204
4-8-5 BREIERME
| BEEE=
zO Bimit = =
usb0 0.0.0.0/0 10.107.98.204 1
usb0 0.0.0.0/0 10.107.98.204 22
usb0 10.107.98.0/24 0.0.0.0 22
brlan 192.168.0.0/16 0000 0
brlan 192.168.20.0/24 192168201 1

4.8.6. IBEIMILEIAE

BYEABNNERE, ERILATHEES "BaWRE" M BNEREER" (I8 XRE. WmRERXERES
ARSI EFEDIER. BATHEERRE TN MEER,

FB/ 1 EFR NRTLIKHFN WEB BEERE. BERDEFEN 421" &R WEB BKEFRE" .

F] 2 BE "WMKIRE > BINE > KSR .

FIFF "BEiMEIAES" T, WE 4-8-6 Fim. SEUREANER 4-8-6 Fr.

WA R E LB ERTRI A REEHE 66



STAR-ELINK

4-8-6 BEMLIRSTE

= BEIRILE / IEERILE

Hilig® SIM2 iBE EREE ®BERE

| REBIRE

LEISIME sim2

SIMERS READY

=ty LTE

Ba=s -84dBm

NR {5 -82dBm

2k e e

1Pv4 ik 10.107.98.203/24

BE 10.107 98 204

DNS 21885 152 99, 218 85 157 99

b7 vl Sk 1/\ad 4055 1888
| BEERER

R GM800

IMEI 864023040007103

IMSI 460110281014004

ICCID 89860319245926063676

4.9. RESET §Ihge

"RESET" UTIREEEREIREOE, IARSBIERSITHERMRE LRIER, REESSITHERSSW
TAIFTORE:

o IR[E "RESET" §# 2 ®AA (& 2s LIR) , WEBRE.

e BIE "RESET" # 5~10 &, WEBRS, RNRALEFKEZEALIRE.

WA R E LB ERTRI A REEHE 67



STAR-ELINK

EdZE =T

5. BB

5.1. iR

NR FoLGERFARRROERSEENR . BRANZINIIEEESRESEE. DTU NEENAE. TXOHI% NR TLHERER
FIRMAILA LNV MEBNNAEZS HITNHE.

5.2. DTU IngERI A

BENE
NR &I HBREARDERE DTU BMATIRERITE K, AIRMH DTU UEARImP SRR EmIIEE.
WIASEHRIEMEY DTU &4, Emthiloh TCP, HEFRIEOIREH SSCOM BOFREENL, LhrERFEO
RFZALAE RTU, PLC %, DTU {&E4@f0sSIian®E 5-3-1 Fim.
B 5-3-1 DTU #uEEmEamE

— DTUSH 50 DTUME % 5
S £ O] B et o ph S R 50D
— R

DTU IRSE/EEBERAN (BT NAT SIRHERAMMBIIREIE] DTU fRSSE]) |, RSB/ LFFE TCP BRSS: NRE
LIRSS HRM TCP ZFim, BiY DTU SOEESOIRESHITEREKIR.
SYEkE
ZHET, BSEHT 'DTV" BE, RESEESN "433DTU BE" . SHESWNE 5-3-2 fiE 5-3-3 Fimk.
5-3-2 DTU ZFis (LTE Router) BE

b7 & RS 8 [NFEERE ® VPN By BakiE & RERE
= DTU

HiERARE R

A0 | Rl

EfR =] s TGN 1#MF

dtu paa= tcptran serialtran = e

WA RS, R 2O ZERVTRIANRE(EHE 68



STAR-ELINK

{FFAABIERT
5-3-3 DTU IRES8iREE
Pl e QREERSE | W SHBsE B O | ek B S | Xk 3 @ | %!

E'EF — L B X | 4 218.85.113.102:33022 | b=
2 i

= %ﬁffg ’ BT I amEE @ o ne o EE| B
=8 00. 200. 200. 1) ;5002 I—
’ 218, 85. 113, 102 33022 chibii e e I- ?ﬁlﬁjﬁﬁﬂ I- E%Kf’# I- ﬁ%gﬁﬂﬁ)‘]ﬁiﬁ %E | ﬁﬁ |
Biris0:
|33022
¥ St
IE.EDDE

B iR

TCE ¥

x| BEEw| B g AE| T s
ey i b | |
B EE13612345678

ID

it

|21

Bt |

EEEE G5 0 BUEE B/5). 0 4

MAER

DTU IREBEEMEFmZENEEER, WE 5-3-4 fix: BFRRAX 200 NMEHHEE BRKRSHK, RSmAX
100 NEPHEIESEIZFiG

5-3-4 TCP BRSSES4EIIA
Do aliEs S REEREE | W SRS W O | 2tk B Sy | s 5 | @ 3

2 x 4 218. 85. 113. 102: 33022 | S

B, EFRES
B ;. A s

Vi . BiFIE: I EisiE: @ o e [EE] EL
= 00. 200. 200. 1) : 5002 5 o ey ;
______ B> 216 85 113, 102: 33022 [pre-ss s 02 ARG [ ORENH AR s | wm |
Bfrasa:
'33022 12345675901 23456T7390123456TE901 2345673901 23456 TE901 234567390

12345675001 2345673001 234567500 1 23456750
| C 2=

|5002

HeRl|
TCE s
g | | R | P sl
Wy B G | =
EE: 39 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 ;I
100

38 39 30 31 32 33 34 35 36 3T 38 39 30 31 32 33 34 35 36

i 3T 35 39 30 31 32 33 34 35 36 37 36 39 30 31 32 33 34 35

: 36 3T 35 38 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34

35 36 3T 38 39 30 31 32 33 34 35 36 37 38 39 30 351 32 33

34 35 36 37 38 39 30 31 32 33 34 35 36 3T 35 39 30 31 32
i | 33 34 35 36 37 38 39 30 31 32 33 34 35 36 3T 358 39 30 31

32 33 34 35 3B 3T 33 39 30 31 32 533 34 35 36 3T 38 38 30

31 32 33 34 35 36 37 33 39 30 ;I

R (B/5): 0 R B/5): 0 )

200

WA R E LB ERTRI A REEHE 69



	法律声明
	适用范围表
	修订历史
	关于本文档
	联系我们
	1.介绍
	关于本章
	1.1.概述
	1.2.产品定位
	1.3.功能与特点
	1.4.技术指标及规范

	2.安装
	2.1.开箱
	2.2.安装与接线
	2.2.1.SIM卡的安装
	2.2.2.以太网线的连接
	2.2.3.串口线的连接

	2.3.供电电源
	2.4.安装检查

	3.配置前准备
	3.1.终端面板指示灯状态
	3.2.本地连接配置

	4.路由器配置
	4.1.概述
	4.2.登录
	4.3.网络设置
	4.3.1.移动网络
	4.3.2.LAN
	4.3.3.WAN 
	4.3.4.WLAN
	4.3.5.DHCP服务
	4.3.6.静态路由
	4.3.7.LAN/WAN设置
	4.3.8.多链路管理

	4.4.应用配置
	4.4.1.在线保持
	4.4.2.DTU配置
	4.4.3.DDNS 设置
	4.4.4.流量统计设置
	4.4.5.计划任务
	4.4.6.云设备客户端
	4.4.7.应用服务
	位置服务


	4.5.VPN
	4.5.1.概述
	4.5.2.PPTP/L2TP配置
	4.5.3.OPENVPN
	4.5.4.IPSEC
	4.5.5.N2N / PEER-TO-PEER VPN V2

	4.6.防火墙
	4.6.1.概述 
	4.6.2.防火墙
	4.6.3.端口转发
	4.6.4.DMZ
	4.6.5.地址过滤

	4.7.系统设置
	4.7.1.概述
	4.7.2.主机密码
	4.7.3.配置管理
	4.7.4.系统升级
	4.7.5.系统管理
	系统属性
	NTP
	WEB服务
	SSH
	TELNET
	远程日志

	4.7.6.日志信息
	4.7.7.测试工具

	4.8.状态
	4.8.1.概述
	4.8.2.基本信息
	4.8.3.网络接口状态
	4.8.4.客户端状态
	4.8.5.路由表
	4.8.6.移动网络状态

	4.9.RESET键功能

	5.典型应用
	5.1.概述
	5.2.DTU功能应用


